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IDENTITY THEFT: THE CAUSES, COSTS,
CONSEQUENCES, AND POTENTIAL SOLUTIONS

WEDNESDAY, SEPTEMBER 22,

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY, INFORMATION POLICY,
INTERGOVERNMENTAL RELATIONS AND THE CENSUS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:46 p.m., in room
2154, Rayburn House Office Building, Hon. Adam Putnam (chair-
man of the subcommittee) presiding.

Present: Representatives Putnam and Clay.

Staff present: Bob Dix, staff director; John Hambel, senior coun-
sel; Dan Daly, professional staff/deputy counsel; Juliana French,
clerk; Adam Bordes, minority professional staff member; and Jean
Gosa, minority assistant clerk.

Mr. PUTNAM. A quorum being present, this hearing of the Sub-
committee on Technology, Information Policy, Intergovernmental
Relations and the Census will come to order.

Good afternoon, and welcome to the subcommittee’s hearing enti-
tled, “Identity Theft: The Causes, Costs, Consequences, and Poten-
tial Solutions.”

Today the subcommittee conducts its 11th hearing this Congress
on cybersecurity issues, and this is the 39th hearing overall of this
subcommittee in the 108th Congress. I certainly want to commend
staff for the majority and staff for the minority and the hard work
that they have put into all of these hearings and the work of the
membership, as we have covered an awful lot of ground in this
Congress.

Throughout the 108th Congress, the subcommittee has focused a
great deal of attention and oversight on the topic of computer infor-
mation security, and the growing cyberthreat to this Nation. This
hearing will examine the cybersecurity threat from a somewhat dif-
ferent perspective and delve into an issue that has already ad-
versely impacted millions of Americans and has the potential to be-
come even worse as more and more information is gathered, stored
and shared through the Internet in an all too often unprotected en-
vironment.

The issue is computer identity theft. I am concerned about the
threat that identity theft poses to the U.S.” national and economic
security. Identity theft is one of the fastest-growing crimes in the
United States, and it appears that the battleground is expanding
from one populated primarily by those seeking notoriety, to those
seeking profit and disruptive impact. Federal statistics show that
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nearly 10 million identities were stolen in the United States last
year alone, and that the total cost of this crime in the United
States is approximately $50 billion per year. Some predict that the
worldwide costs of identity theft in all of its forms will exceed $2
trillion in financial losses by the end of 2005. These numbers are
staggering, and they highlight why this hearing is so important.

As use of the Internet continues to expand every day, more per-
sonal information is converted into electronic data. Both the Fed-
eral Government and the private sector maintain large data bases
of personal information about their employees and customers. The
efficiencies realized through the increased availability of electronic
data storage and transmission are tremendous, but the wealth of
available personal information in digital form also provides a tar-
get-rich environment for criminals and terrorists. By hacking into
data bases, paying off insiders, loading spyware onto users’ ma-
chines or using fraudulent e-mails to trick users into revealing So-
cial Security and other account numbers, criminals and terrorists
are utilizing the Internet to profit illegally.

It seems as if not a day goes by without a new report of some
worm, virus, phishing scheme or other cybercrime threatening
users of the Internet. This week we have also learned that there
is a dramatic increase in the number of zombie PCs, also called
bots. These are computers infected by worms or Trojans and taken
over surreptitiously by hackers and used to send spam, more vi-
ruses, harvest financial and personal information, or launch denial
of service attacks. It is estimated that the number of computers
being taken over by remote control is now averaging 30,000 per
day, peaking at 75,000 in a single day. We need to quarantine and
vaccinate infected computers, close the back doors, shut down the
tunnels and cutoff bad guy access to our computers and networks.

A recent crackdown on cybercrime by the Department of Justice
known as Operation Web Snare demonstrates just how large a
problem cybercrime has become. The Department, through its U.S.
Attorneys’ offices, its Criminal Division, and the FBI, coordinated
with the Secret Service, the FTC and a variety of other State, local
and Federal and foreign law enforcement agencies, conducted this
operation. Investigators identified more than 150,000 victims with
estimated losses of more than $200 million. This operation to date
has resulted in more than 150 arrests and convictions for electronic
crimes including identity theft, fraud, counterfeiting software, com-
puter intrusions and other intellectual property crimes.

We have representatives from the FBI, the FTC and the Secret
Service with us here today. I applaud your efforts and the efforts
of all of those involved in this operation, and I thank you for your
service to this Nation.

In addition to highlighting the threat of organized crime on the
Internet, Operation Web Snare touched on another growing prob-
lem: the potential nexus between cybercrime and terrorism. The re-
port on the operation noted that terrorists and their support groups
are hiding behind the cloak of the Internet to conceal their true lo-
cations and to communicate, generate funds and develop resources
in support of terrorism. Furthermore, the report noted an increase
in on-line complaints in which illegally obtained funds are flowing
to parts of the world where terrorist groups are known to operate.
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Operation Web Snare makes it clear that this is a global prob-
lem, and not only are criminals and terrorists aware of the
vulnerabilities in cyberspace, but they are exploiting them for mon-
etary profit as well. Make no mistake about it, our Nation’s infor-
mation systems are under attack 24 hours a day, 7 days a week
from around the world. We cannot stick our heads in the sand and
ignore these problems or continue to make excuses for why we are
not taking more affirmative action. We have to address them head
on and make sure that our cyberdefenses are prepared to repel
these intruders.

Unfortunately through the work of this subcommittee, through
our extensive research and oversight, I am not convinced that we
are prepared either in the public or the private sector to adequately
deal with these problems. I fear that cybercrime may get worse be-
fore it gets better. And I do not wish to wait for some large-scale
failure of our Internet infrastructure or the launch of a combined
physical and confined cyberattack against our citizens and our
economy before we as a Nation get serious about protecting our in-
formation systems.

About a year ago, after several oversight hearings on the subject,
in an information-gathering visit to Silicon Valley, I began to real-
ize just how vulnerable this Nation had become to a growing and
dangerous threat of cyberattack. Not only were Federal agencies
failing to comply with the requirements of the law as outlined by
FISMA, but the private sector was also seriously delinquent in its
attention to these matters. After examining alternatives, we draft-
ed the Corporate Information Security Accountability Act, which
would have set forth certain computer information security plan re-
porting requirements for publicly traded companies in an effort to
elevate the profile of this matter to the “C” level of management
and respective boards of directors.

I did not introduce the legislation at that time, preferring a pri-
vate-sector-driven, market-based solution to this growing threat to
the American people and the economy, and hearing from the pri-
vate sector that they could address this issue without the assist-
ance or intervention by Congress. Well, here we are a year later,
and, quite frankly, not only has the problem not gotten much bet-
ter, there is compelling evidence, some of which we will hear today,
that the problem was getting worse, and perhaps a lot worse.
Thankfully, there are some key stakeholders such as Microsoft,
RSA and AOL who are taking visible steps to proactively address
this challenge.

But the world has grown to be a very dangerous place. Most of
us make sure that we lock our doors and windows in our homes
and businesses before we end the day. Some even pay extra to have
an alarm system installed in their home or business to provide pro-
tection against unwanted intruders who wish to do us harm or
steal our assets. In today’s digital world, we must also protect our
cyberassets and our personal information from intruders, both in-
ternal and external, from those who would do us harm and steal
our information.

We have not focused sufficiently on this challenge, and as a re-
sult our personal and national security, and our personal and na-
tional economic stability, are subject to a growing risk from en-
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emies who may attack at any time of day and night from anywhere
in the world 365 days a year.

So today I call on this Nation, everyone in this Nation, to take
immediate actions to increase their protection and to dramatically
improve the cybersecurity profile of this country. We are all stake-
holders, and we all have responsibility to be a part of the solution
and not a continuing part of the problem.

I call on major corporations to schedule on the agenda of their
next senior management meeting and their next board of directors
meeting, a discussion about your company’s computer information
security plan. This is a management, governance and business
process issue and must be treated accordingly. Have you invested
in the implementation of fundamental information security best
practices and benchmarks, and is your IT security risk assessment
and risk management plan up to date? The National Cybersecurity
Partnership, with the tremendous help and leadership of the Busi-
ness Software Alliance and others, has produced a Guide to Cor-
porate Governance that provides tools and strategies that corpora-
tions can affordably implement immediately.

I am tired of hearing that lawyers are advising against the adop-
tion and implementation of cybersecurity best practices or on-line
privacy policy because they are afraid that they may be creating li-
ability. Friends, in my estimation, a failure to aggressively address
these issues may in and of itself be creating the liability. While I
am not a lawyer, I am a businessman, I am a citrus grower, tax-
payer, I am an involved citizen. This issue is about national secu-
rity and economic stability along with sound business practices and
deserves immediate attention. How about training for employees
and information about how to protect their home computers from
unwanted intruders and thieves? What a great and inexpensive
corporate benefit that would be. And for those who are already
doing that, thank you, and keep up the great work.

We call on the larger businesses of corporate America to work
with your entire supply chain to demand that all the businesses
that connect to your network understand the responsibility to make
sure their systems are secure.

We speak to the financial services sector, credit card companies,
health care providers and others to reexamine their own informa-
tion security protection profiles. Many Americans trust you with
their most personal information and have an expectation that the
information will remain confidential and protected.

Why are we experiencing such a proliferation of identity theft?
Is the day of the pin and password behind us, and we need to move
immediately to a two-part authentication process that may include
biometrics? Are we making the necessary investments to protect
the information? Or do some view the cost of identity theft as
merely the cost of doing business?

I call on software and hardware manufacturers and the national
associations that represent you to take the lead from a number of
major CEOs who have already publicly committed to improving the
quality and security of their products by issuing a public statement
that makes that commitment in a manner that the public can have
the confidence to know that you, too, view the proliferation of
worms, viruses and other challenges resulting from vulnerabilities
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in your software and hardware products as a matter deserving of
a greater investment of time and resources to provide sturdier and
more secure products for the marketplace.

I would further call on those same hardware and software manu-
facturers to expand your commitment to providing the consuming
public with secure out-of-the-box computing products with user-
friendly instructions, preset default security controls, and alerts
about creating and maintaining a secure computing environment.

I call on the manufacturers of these essential products to work
more closely with critical infrastructure sectors to provide security
and configuration requirements in advance and build those require-
ments into the life cycle development process to deliver more com-
patible, secure and higher-quality products to the marketplace.
Companies like Oracle, Microsoft, Sun, Verizon and Entrust are ex-
amples of those who are taking this matter seriously.

I call on Internet service providers and operating systems manu-
facturers to work more aggressively with other public and private
stakeholders to provide consumers of all levels of sophistication—
to provide information about affordable, user-friendly tools that are
available to help protect themselves and immediately improve their
cybersecurity hygiene.

We urge small businesses to take the time and learn about steps
that you can take that are affordable and user-friendly to make
your system more secure from the growing threats of cyberspace.
There are fundamental steps in cybersecurity hygiene that will im-
prove your protection profile overnight.

You are an important stakeholder in this matter, and you have
a responsibility to be a part of the solution. Home users are not ex-
empt. Home users can become more aware of the tools that are
available to improve the protection of their home computer. Make
sure that you know about the antivirus software and personal fire-
walls and how to update your applications, including your operat-
ing system, in a timely manner.

The National Cybersecurity Alliance is sponsoring National
Cybersecurity Awareness Month during October, and you may get
a lot of the necessary information about fundamental steps that
you can take to protect yourselves by visiting their Website at
www.staysafeonline.info.

Today we call on the States and local governments to examine
their own information security plans, along with their education,
awareness and training programs, and, again, to speak to the agen-
cies of the Federal Government, large and small, to step up and
provide the example for the rest of the Nation. Receiving Ds and
Fs on scorecards about requirements and compliance with the law
is unacceptable. We must absolutely experience a recommitment by
every Cabinet Secretary, department agency and bureau head to
address the issue of securing the Federal computer networks and
protecting the information assets that they contain. Federal CIOs
and CISOs must be empowered to develop and implement effective
strategies and to examine opportunities for enterprise solutions.

And we call on Congress to work with all stakeholders, including
military, intelligence and law enforcement agencies, domestic and
international, to ensure an adequate level of preparedness to meet
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this growing cyberchallenge and recognize this battle in an overall
threat domain.

There is much that each of us can do today. The magnitude of
this threat demands that we pay increased attention to the issue.
If each of us takes the steps today to ensure that we have imple-
mented the basic fundamental elements of cybersecurity hygiene,
the cybersecurity protection profile of this Nation will improve
overnight. We will send in an enormous message to all of the bad
guys that we take this challenge seriously, and we will make the
]rolelcessary steps to protect our national security and economic sta-

ility.

As e-government, e-commerce, e-banking and e-health continue
to take hold, we must be sure that we have a comprehensive na-
tional strategy that provides flexibility, while encouraging innova-
tion and creativity in developing the tools and strategies necessary
to secure the computer networks of this Nation and to protect the
information that they contain.

Today’s hearing provides the subcommittee the opportunity to ex-
amine this challenge in the context of the impact that unprotected
computers and networks have had on the rise of computer-related
identity thefts and the adverse impact that these data thefts are
having on the national security and economic profile of this Nation.

We will hear from experts about potential solutions to these
problems, such as vulnerability management, credentialing and au-
thentication tools which may help reduce the impacts of viruses,
worms, spyware, spam and phishing, and in return reduce identity-
related cyberthefts.

I eagerly look forward to the expert testimony that our panel of
leaders in information security will provide today, as well as the
opportunity to discuss the challenges ahead. Today’s hearing can be
viewed live via Webcast by going to reform.house.gov and clicking
on the multimedia link.

[The prepared statement of Hon. Adam H. Putnam follows:]
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OPENING STATEMENT

Good afternoon and welcome to the Subcommittee’s hearing entitled - “Identity
Theft: The Causes, Costs, Consequences, and Potential Solutions.” Today, the
Subcommittee conducts its eleventh hearing this Congress on cyber security issues.
Throughout the 108" Congress, the Subcommittee has focused a great deal of attention
and oversight on the topic of computer information security and the growing cyber threat
to this nation. This hearing will examine the cyber security threat from a somewhat
different perspective, and delve into an issue that has already adversely impacted millions
of Americans and has the potential to become even worse as more and more information
is gathered, stored and shared through the Internet in an all-to-often unprotected
environment. That issue is computer identity theft. Tam concerned about the threat that
identity theft poses to the United States’ national and economic security. Identity theft is
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one of the fastest growing crimes in the United States and it appears that the battleground
is expanding from one populated primarily by those seeking notoriety...to those seeking
profit and disruptive impact. Federal statistics show that nearly 10 million identities were
stolen in the United States last year, and that the total cost of this crime in the United
States is approximately $50 billion dollars a year. Some predict that the worldwide costs
of identity theft in all of its forms will exceed $2 trillion in financial losses by the end of
2005. Those numbers are staggering, and they highlight why this bearing is so important.

As use of the Internet continues to expand, everyday more personal information is
converted into electronic data. Both the Federal government and the private sector
maintain large databases of personal information about their employees and customers.
The efficiencies realized through the increased availability of electronic data storage and
transruission are tremendous. However, the wealth of available personal information in
digital form also provides a target-rich environment for criminals and terrorists. By
hacking into databases, paying off trusted insiders, loading spyware on to users’
machines, or using fraudulent e-mails to trick users into revealing Social Security and
other account numbers, criminals and terrorists are utilizing the Internet to illegally profit.

It seems as if not a day goes by without a new report of some worm, virus,
phishing scheme, or other cyber crime threatening users of the Internet. This week, we
have also learned that there is a dramatic increase in the mumber of zombie PCs. Also
called “Bots”, these are computers infected by worms or Trojans and taken over
surreptitiously by hackers and used to send spam, more viruses, harvest financial and
personal information, or launch denial of service attacks. It is estimated that the number
of computers being taken over by remote control is now averaging 30,000 a day, peaking
at 75,000 in a single day. We need to quarantine and “vaccinate” infected computers,
close the back doors, shut down the tunnels, and cut off “bad guy” access to our
computers and networks.

A recent crack down on cyber crime by the Department of Justice, known as
Operation Web Snare, demonstrates just how large a problem cyber crime has become.
The Department through its U.S. Attorneys” offices, its Criminal Division, and the FBI,
coordinated with the Secret Service, the FT'C, and a variety of other federal, state, local,
and foreign law enforcement agencies to conduct this operation. Investigators identified
more than 150,000 victims with estimated losses of more than $215 million dollars. This
operation to date has resulted in more than 150 arrests and convictions for electronic
crimes including identity theft, fraud, counterfeiting software, computer intrusions, and
other intellectual property crimes. We have representatives from the FBI, the FTC, and
the Secret Service with us here today. Iapplaud your efforts and the efforts of all of
those involved in this operation, and I thank you for your service to this nation.

In addition to highlighting the threat of organized crime on the Internet, Operation
Web Snare touched on another growing problem, the potential nexus between cyber
crime and terrorism. The report on the operation noted that terrorists and their support
groups are hiding behind the cloak of the Internet to conceal their true locations and to
communicate, generate funds, and develop resources in support of terrorism.

Page20f 6
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Furthermore, the report noted an increase in online complaints in which illegally obtained
funds are flowing to parts of the world where terrorist groups are known to operate.
Operation Web Snare makes it clear that this is a global problem and not only are
criminals and terrorists aware of the vulnerabilities in cyber space, but they are exploiting
them for monetary profit as well.

Make no mistake about it. Our nation’s information systems are under attack 24
hours a day, 7 days a week from all across the world. We cannot stick our heads in the
sand and ignore these problems or continue to make excuses for why we are not taking
more affirmative action. We have to address them head on and make sure that our cyber
defenses are ready to repel these intruders. Unfortunately, through my extensive research
and oversight, I am not convinced that we are prepared either in the public or private
sector to adequately deal with these problems. I fear that cyber crime may get worse
before it gets better, and I do not wish to wait for some large scale failure of our Internet
infrastructure. . .or the launch of a combined physical and cyber attack against our citizens
and our economy... before we as a nation get serious about protecting our information
systems.

About a year ago, after several oversight hearings on this subject, and an
information gathering visit to Silicon Valley, I began to realize just how vulnerable this
nation had become to a growing and dangerous threat of cyber attack. Not only were
federal agencies failing to comply with the requirements of the law, as outlined by the
Federal Information Security Management Act ( FISMA ), but the private sector was also
seriously delinquent in its attention to these matters.

After examining a number of alternatives, I drafted the Corporate Information
Security Accountability Act (CISAA), which would have set forth certain computer
information security plan reporting requirements for publicly traded companies, in an
effort to elevate the profile of this matter to the “C” level of management and respective
Boards of Directors. 1did not introduce the legislation at that time, preferring a private-
sector driven market based solution to this growing threat to the American people and the
U. S. economy, and hearing from the private sector that they could address this issue
without the assistance or intervention by Congress.

Well folks...here we are a year later, and quite frankly, not only has this problem
not gotten much better, there is compelling evidence...and we will hear some of it
today. ..that this problem is getting worse...and maybe a lot worse. Thankfully, there are
some key stakeholders such as Microsoft, RSA, and AOL who are taking visible steps to
proactively address this critical challenge.

Unfortunately, the world has grown to be a very dangerous place. Most of us
make sure that we lock our doors and windows in our homes and businesses before we
end the day. Some even pay extra to have an alarm system installed in their home or
business to provide extra protection against unwanted intruders who may wish to do us
harm or steal our assets.

Page3of 6
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In today’s digital world, we must also protect our cyber assets and our personal
information from intruders. . .both internal and external...from those who would do us
harm or steal our assets. We have not focused sufficiently on this challenge and as a
result... our personal and national security AND our personal and national economic
stability are subject to a growing risk...from enemies who may attack at any time of day
or night, from anywhere in the world, 365 days a year.

Accordingly, on this day and at this time...I am calling on this nation...everyone
in this nation...to take immediate actions to increase your protection and to dramatically
improve the cyber security profile of this nation... TODAY! We are ALL stakeholders,
and we ALL have a responsibility to be a part of the solution...and not a continuing part
of the problem.

1 call on major corporations to schedule on the agenda of your NEXT senior
management meeting AND your next Board of Directors meeting, a discussion about
your company’s computer information security plan. This is a management, governance
and business process issue and must be treated accordingly. Have you invested in the
implementation of fundamental information security “best practices” and benchmarks
and is your IT security risk assessment and risk management plan up-to-date? The
National Cyber Security Partnership, with the great help and leadership of the Business
Software Alliance and others, has produced a Guide to Corporate Governance that
provides tools and strategies that corporations can affordably implement immediately. 1
am simply tired of hearing that lawyers are advising against the adoption and
implementation of cyber security best practices or online privacy policies because they
are afraid that they may be creating liability. My friends...in my estimation, a failure to
aggressively address these issues may in and of itself be creating that liability. While I
am not a lawyer, I am a businessman...I am a taxpayer...and I am an involved citizen.
This issue is about national security and economic stability along with sound business
practices and deserves your immediate attention.

How about training for employees and information about how to protect their
home computers from unwanted intruders and thieves? What a great...and inexpensive
corporate benefit that would be...and for those who are already doing that...thank you
and keep up the great work!

1 call on the larger businesses of corporate America to work with your entire
supply chain to demand that all of the businesses that connect to your network understand
their responsibility to make sure that their systems are secure.

1 call on the financial services sector, credit card companies, health care
providers, and others to re-examine their own information security protection profiles.
Many Americans trust you with their personal information and have an expectation that
the information will rerain confidential and protected. Why are we experiencing such a
proliferation of identity theft? Is the day of the pin and password behind us and we need
to move immediately to a two-part authentication process that may include some type of

Page 4 of 6
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biometric? Are we making the necessary investments to protect the information or do
some view the cost of identity theft as just a “cost of doing business™?

I call on software and hardware manufacturers and the national associations that
represent you to take the lead from a number of major CEO’s who have already publicly
committed to improving the quality and security of their products, by issuing a public
statement that makes that commitment in a manner that the consuming public can have
the confidence {0 know that you, too, view the proliferation of worms, viruses and other
challenges resulting from “vuinerabilities” in software and hardware products as a matter
deserving of a greater investment of time and resources to provide “sturdier” and more
secure products to the marketplace. I further call on those same software and hardware
manufacturers to expand your commitment to providing the consuming public with
secure “out-of-the-box™ computing products with user-friendly instructions, pre-set
“default” security controls, and alerts about creating and maintaining a secure computing
environment. Ialso call on the manufactuarers of these essential products to work more
closely with critical infrastructure sectors to identify security and configuration
requirements in advance and build those requirements into the life cycle development
process to deliver more compatible, secure and higher quality products to the
marketplace. Companies like Oracle, Microsoft, Sun, Verisign and Entrust are examples
of those who are taking this matter seriously.

I call on Internet Service Providers and Operating Systems manufacturers to work
more aggressively with other public and private stakeholders to provide consumers of all
levels of sophistication with information about affordable and user-friendly tools that are
available to help them protect themselves and immediately improve their cyber security
hygiene.

1 call on all small business owners to take the time and learn about steps that you
can take that are affordable and user-friendly to make your system more secure from the
growing threats of cyber space. There are fundamental steps in cyber security hygiene
that will improve your protection profile overnight. You are an important stakeholder in
this matter and you have a responsibility to contribute to the solution.

I call on home users to become more aware of the tools that are available to you
to improve on the protection of your home computer. Make sure you know about anti-
virus software, and personal firewalls, and how to update to your applications, including
your operating system, in a timely manner.

The National Cyber Security Alliance is sponsoring National Cyber Security
Awareness Month during October and you may get a lot of the necessary information
about fundamental steps that you can take to protect yourselves by visiting their website,
www staysafeonline.info.

Today I call on all states and local governments to examine their own information
security plans, along with their education, awareness and training programs.

Page Sof 6
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Additionally, today, I again call on the agencies of the federal government.. .big
and small...to step up and provide the example for the rest of this nation. Receiving
“D’s” and “F’s” on scorecards about your compliance with the requirements of the law is
completely unacceptable. We absolutely must experience a re-commitment by every
Cabinet Secretary, Department, Agency and Bureau Head...to address the issue of
securing the federal computer networks and protecting the information assets that they
contain. Federal CIO’s and CISO’s must be empowered to develop and implement
effective strategies and to examine opportunities for enterprise solutions.

And lastly, today I again call on Congress to work with all stakeholders, including
military, intelligence and law enforcement agencies...domestic and international. . .to
ensure an adequate level of preparedness to meet this growing cyber challenge and to
recognize this battle front in the overall threat domain.

Bottom line folks. ..is that there is much that each of us can do... TODAY! The
magnitude of this threat demands that we pay increased attention to this issue. If each of
us would take the steps today to insure that we have implemented the basic fundamental
elements of cyber security hygiene.. .the cyber security protection profile of this nation
will improve dramatically overnight we will send an enormous message to all of the bad
guys that we take this challenge seriously and we will take the necessary steps to protect
our national security and economic stability.

As e-government, e-commerce, e-banking, and e-health continue to take hold, we
must be sure that we have a comprehensive national strategy that provides flexibility,
while encouraging innovation and creativity in developing the tools and strategies
necessary to secure the computer networks of this nation and protect the information
assets that they contain.

Today's hearing will provide the Subcornmittee the opportunity to examine this
growing challenge in the context of the impact that unprotected or inadequately protected
computers and networks have had on the rise of computer related identity thefts, and the
adverse impact that these data thefts are having on the national security and economic
stability of this nation. We will hear from experts about potential solutions to these
problems, such as vulnerability management, credentialing and authentication tools,
which may help reduce the impact of viruses, worms, spyware, spam, and phishing and in
turn reduce identity related cyber thefts.

I cagerly look forward to the expert testimony that our distinguished panel of

feaders in information security will provide today as well as the opportunity to discuss the
challenges that lie ahead.

Page 6 of 6
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Mr. PuTrNAM. At this time I would like to recognize the distin-
guished ranking member of the subcommittee, the gentleman from
Missouri Mr. Clay, for his opening statement.

Mr. CrAay. Thank you, Mr. Chairman for holding today’s hearing
for what is a new topic for our subcommittee, but also part of a
growing threat to our Nation’s economy, identity theft. That said,
I am hopeful that our distinguished panelists will offer constructive
and thoughtful proposals on how the Federal Government can be
a catalyst for protecting its citizens from those using the Internet
or other electronic methods for criminal activity.

The costs associated with identity theft activities are staggering
when accounting for both economic losses and the time dedicated
by victims to remedying credit ratings and financial records. Ac-
cording to the FTC September 2003 survey, the personal costs ac-
cumulated by victims of identity theft totals approximately $5 bil-
lion annually, with the average costs ranking between $500 and
$1,200 per victim. In addition, approximately 15 percent of those
surveyed had their personal information misused in nonfinancial
activities, often subjecting them to legal investigations or other un-
warranted personal invasions.

Although the Federal Government has taken steps to counter
identity theft-related activity, I remain troubled that identity-theft
related investigations are not properly coordinated among local,
State and Federal agencies. While progress has been made in co-
ordinating such investigations through the FTC’s Identity Theft
Data Clearinghouse, efforts must continue to ensure its
interconnectivity to all State and local law enforcement jurisdic-
tions. Success can only be achieved when such systems are seam-
less and interoperable with all stakeholders.

In closing, I am hopeful that this issue will remind us of the im-
portance of ensuring the security of our Nation’s critical infrastruc-
ture and the electronic commerce-based industry. Our Nation’s se-
curity depends on it. Thank you, Mr. Chairman, and I yield back.

Mr. PuTrNaMm. I thank the gentleman.

[The prepared statement of Hon. Wm. Lacy Clay follows:]
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Statement of the Honorable Wm. Lacy Clay
Hearing on Identity Theft
September 22, 2004

Thank you, Mr. Chairman, for holding today’s
hearing on what is a new topic to our subcommittee, but
part of a growing threat to our nation’s economy—
Identity Theft. That said, I am hopeful that our
distinguished panelists will offer constructive and
thoughtful proposals on how the federal government
can be a catalyst for protecting its citizens from those
using the Internet or other electronic methods for
criminal activity.

The costs associated with identity theft activities
are staggering when accounting for both economic
losses and the time dedicated by victims to remedying
credit ratings and financial records. According to the
FTC’s September 2003 survey, the personal costs
accumulated by victims of identity theft totals
approximately $5 billion annually, with the average cost
ranging between $500 and $1,200 per victim. In
addition, approximately 15% of those surveyed had
their personal information misused in non-financial
activities, often subjecting them to legal investigations
or other unwarranted personal invasions.

Although the federal government has taken steps to
counter identity theft related activities, I remain
troubled that identity theft related investigations are
not properly coordinated among local, state, and federal



15

agencies. While progress has been made in
coordinating such investigations through the FTC’s
Identity Theft Data Clearinghouse, efforts must
continue to ensure its interconnectivity to all state and
local law enforcement jurisdictions. Success can only be
achieved when such systems are seamless and
interoperable with all stakeholders.

In closing, I’m hopeful that this issue will remind
us of the importance of ensuring the security of our
nation’s critical infrastructure and electronic commerce
based industries. Our nation’s security depends on it.

Thank you, Mr. Chairman, and 1 yield back.



16

Mr. PUTNAM. And we will move right to testimony. I would ask
the first panel of witnesses, and anyone accompanying you who will
be providing support to your answers, to please rise and raise your
right hands for the administration of the oath.

[Witnesses sworn.]

Mr. PurNAM. I note for the record that all of the witnesses re-
sponded in the affirmative.

I would like to introduce our first witness for his opening state-
ment. All of your written testimony will be included for the record.
We would ask you to summarize those statements to a 5-minute
opening, and we will begin with Mr. Swindle.

Commissioner Orson Swindle was sworn in as a Commissioner
on the Federal Trade Commission in December 1977. Commis-
sioner Swindle was appointed in December 2001 as head of the
U.S. delegation to the Organization for Economic Cooperation and
Development experts group to review the 1992 OECD guidelines
for the security of information systems. Commissioner Swindle has
had a distinguished military career and served in the Reagan ad-
ministration from 1981 to 1989 directing financial assistance pro-
grams to economically distressed rural and municipal areas of the
country.

We welcome you back to the subcommittee, sir, and you are rec-
ognized for 5 minutes.

STATEMENTS OF ORSON SWINDLE, COMMISSIONER, FEDERAL
TRADE COMMISSION; STEVEN MARTINEZ, DEPUTY ASSIST-
ANT DIRECTOR, CYBER DIVISION, FEDERAL BUREAU OF IN-
VESTIGATION; LARRY JOHNSON, SPECIAL AGENT IN
CHARGE, CRIMINAL INVESTIGATIVE DIVISION, U.S. SECRET
SERVICE; AND PATRICK O’CARROLL, ACTING INSPECTOR
GENERAL, SOCIAL SECURITY ADMINISTRATION

Mr. SWINDLE. Thank you. Mr. Chairman, Mr. Clay and members
of the subcommittee, I appreciate this opportunity to discuss the
theft and misuse of electronic data and the FTC’s efforts to pro-
mote better information security practices. My written statement
represents the views of the Commission. My comments today are
my own and do not necessarily reflect those of the Commission.

Consumers and businesses enjoy many benefits in today’s infor-
mation economy. We can purchase products, process financial
transactions and access information at any time. The same infor-
mation-rich data bases that make this possible also are attractive
targets for identity thieves and other criminals. The challenge for
each of us, consumers, businesses and government alike, is to pro-
tect these data bases and the national information infrastructure
that supports them.

Vulnerabilities and threats to the information economy are very
real. Many instances have occurred in which computers are stolen,
our networks penetrated, and sensitive personal information of
thousands of individuals compromised. These breaches of informa-
tion security lead to identity theft and impose great cost on both
consumers and businesses. Perhaps more damaging is the loss of
consumer confidence in using electronic commerce and the vast
benefits of the information age.
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Addressing these threats begins with education. Consumers and
businesses must learn how to better protect personal information.
Law enforcement actions by the Federal Trade Commission and
others can help stop harmful practices and highlight the impor-
tance of information security. We also encourage the development
of authentication and other security technology to help protect con-
sumers from spam and phishing attacks. This November the FTC
will host a workshop to explore and promote the adoption of e-mail
authentication standards.

Improving information security is essential to our society. We
have conducted security-related workshops, worked with the OECD
on its information security guidelines, issued the Gramm-Leach-
Bliley Safeguards Rule, and brought numerous law enforcement ac-
tions. Some basic lessons are evident from our work.

First, information security is an ongoing, never-ending process of
assessing risks and vulnerabilities. As security threats and tech-
nologies constantly evolve, so must our security measures.

Second, there is no one-size-fits-all solution for all organizations
and types of information. Security procedures must be reasonable
and appropriate with regard to the organization, the complexity
and sensitivity of the information itself, and the nature and scope
of activities in which the information is used.

Third, there is no such thing as perfect security. Breaches can
happen, even when a company or person has taken every reason-
able precaution. Conversely, the absence of a breach does not nec-
essarily mean that adequate security precautions are in place.

Fourth, all computer users have an extraordinary role to play in
achieving adequate information security, and they must do their
job. Information security demands that all of us be involved.

Recognizing these lessons, we believe there are some basic steps
businesses can take to help minimize vulnerabilities and com-
promises. Businesses should implement a security plan and make
good information practices an essential part of their business oper-
ations, literally a part of their business culture. Information secu-
rity practices must include: risk assessment; identifying internal
vulnerabilities and external threats to personal information; de-
signing and implementing safeguards to control these risks; rou-
tinely evaluating effectiveness of these safeguards; adjusting the
plan as necessary to maintain effective security; and overseeing the
information-handling practices of third-party or affiliated service
providers who have access to personal information.

A good security plan includes effective response procedures
should a breach or compromise of sensitive personal information
occur. For example, if the breach would result in harm to a person
or business, report the situation to appropriate law enforcement
agencies. If a breach affects other businesses, such as when a com-
pany stores personal information on behalf of other businesses, no-
tify that business.

In addition, some breaches dictate that businesses notify cus-
tomers. Although notifying customers or consumers may not be
necessary in all situations, when identity theft is possible because
of a breach, customers need to know this quickly. For example, the
theft of Social Security numbers. Early notification of consumers
allows them to take steps to limit harm, such as placing a fraud
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alert on their credit file with a consumer reporting agency. The
FTC provides businesses valuable information and advice on steps
to take in the event of an information security breach.

Our law enforcement and education efforts should help deter
identity theft before it occurs. However, identity theft will no doubt
continue, and the FTC has a comprehensive program to assist con-
sumers and businesses who become victims.

The Commission serves as the Federal Government’s central re-
pository for identity theft complaints. We take the lead in referring
complaints about identity theft to appropriate law enforcement au-
thorities. We provide victim assistance and consumer education.
Our identity theft Website provides a variety of resources for both
customers and businesses.

Educating customers and businesses about the risks to personal
information and the importance of good security practices has high
priority at the Commission. We will pursue those who violate infor-
mation security laws, and we will provide assistance to victims of
identity theft.

Chairman Putnam, in closing I would like to thank you and
Chairman Davis for your Dear Colleague letters in support of the
National Cybersecurity Awareness Month and your personal lead-
ership on these issues in general. Thank you for this opportunity
today, and I look forward to responding to your questions.

Mr. PurNAM. Thank you very much, Commissioner.

[The prepared statement of Mr. Swindle follows:]
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I INTRODUCTION

M. Chairman, and members of the subcommittee, I am Commissioner Orson Swindle.! 1
appreciate the opportunity to appear before you today to discuss the Commission’s role in
promoting information security and combating identity theft.

The Federal Trade Commission has a bread mandate to protect consumers from unfair
and deceptive practices. As part of its mission, the Commission has given a special emphasis to
efforts to protect the privacy and security of consumer information. These efforts include
educating companies about the importance of using reasonable and appropriate procedures to
safeguard consumers’ personal information, supplemented by law enforcement in appropriate
cases when companies fail to take such steps. In addition, as the federal government’s central
repository for identity theft complaints, the Commission plays a significant role in referring
complaints about identity theft to appropriate Ia‘;v enforcement authorities, providing victim
assistance and consumer education, and working with businesses to mitigate harm in the event of
a security breach.?

IL THE BENEFITS AND RISKS OF ELECTRONICALLY-STORED CONSUMER
DATA

Electronic information systems provide enormous benefits to consumers, businesses, and
government alike. We rely on them for the orderly operation of our financial systems and power
supplies, the efficient processing of our transactions, twenty-four hour access to information, and
many other conveniences and cost savings. In order to provide these benefits, these computer-
driven systems store voluminous data on consumers - ranging from sensitive medical and

financial records to catalog purchases. If not adequately protected, these systems and databases
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can be extremely vulnerable, thus threatening the security of the information they store and
maintain.

In particular, a large database containing sensitive personal information can be a treasure
trove for identity thieves.> When breached, the data in these systems can be used to impersonate
consumers, take over their accounts, and cause substantial injury to consumers, businesses, and
other institutions.* In recent years, there have been reports of a2 number of large-scale computer
security breaches in which identity thieves and others gained access to the sensitive personal
information of tens of thousands of consumers. Examples of publicly reported breaches include
the theft of computer equipment containing detailed health insurance or financial information,
security breaches that exposed credit card data, and the hacking of university databases.
Breaches such as these create the potential for — and sometimes result in — mass-scale identity
theft with millions of dollars in false charges.

Electronic systems and databases face diverse security threats. Sometimes, companies
simply fail to properly safeguard consumers’ information, leaving it vulnerable to hackers. Other
breaches are caused by insiders, who exploit security weaknesses or use their position and access
to the company’s systems to steal data. In some instances, the breach can be as simple as the
failure to dispose of sensitive documents properly. The adverse consequences of poor security
can include not only identity theft and fraud, but also diminished computer operation, spam,
“phishing” attacks, or even the takeover of computers to launch attacks on other commercial
websites or on parts of the nation’s critical information infrastructure.

HI. PREVENTING BREACHES AND IDENTITY THEFT

Companies that process or store personal information about consumers — especially
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sensitive information such as a Social Security number or credit card information — have a
responsibility to safeguard that data. The Commission actively attempts to educate businesses
and consumers about information security risks and the precautions they must take to protect or
minimize risks to personal information. Our emphasis is on preventing breaches before they
happen by encouraging businesses and consumers to make security part of their daily routines.
We also provide advice to businesses and consumers in the event that a breach involving
sensitive personal information does occur.

A. Reasonable Security Procedures

The Commission has considerable e\xperience in understanding and addressing
information security concerns. For example, in 1999, the Commission convened an Advisory
Committee on Online Access and Security, in which a panel of experts examined the parameters
of appropriate security for information collected online and provided a report with its findings.’
The Commission also drafted and enforces its Gramm-Leach-Bliley Safeguards Rule
("Safeguards Rule"), which became effective in 2003.° This Rule requires "financial institutions”
subject to the FTC’s jurisdiction, which includes a broadly-defined group of non-bank entities, to
develop and implement appropriate safeguards to protect customer information. In addition, the
Commission played a leading role in developing and implementing the Organization for
Economic Cooperation and Development’s ("OECD") Security Guidelines.’

Through this work, as well as our more general education and enforcement initiatives, the
Commission has come to recognize several principles that should govern any information
security program. First, information security is an ongoing process of assessing risks and

vulnerabilities: no one static standard can assure appropriate security; as security threats and
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technology constantly evolve. Second, a company’s security procedures must be reasonable and
appropriate in light of the circumstances. Such circumstances include the company’s size and
complexity, the nature and scope of its activities, and the sensitivity of the consumer information
it handles. Third, the occurrence of a breach does not necessarily show that a company failed to
have reasonable security measures. There is no such thing as perfect security, and breaches can
happen even when a company has taken every reasonable precaution. Finally, a company’s
practices may be unreasonable even without ;1 known breach of security. Indeed, because the
primary purpose of information securiiy is to prevent breaches before they happen, companies
cannot simply wait for a breach to occur before they take action.

Implementation of these principles requires businesses to develop a security plan and
make security monitoring and oversight part of their regular operations — literally, a part of their
culture. Information security planning should include: identifying internal and external risks to
the security, confidentiality, and integrity of consumers’ personal information; designing and
implementing safeguards to control these risks; periodically monitoring and testing the
safeguards to be sure they are working effectively; adjusting security plans according to the
results of testing or changes in circumstances; and overseeing the information handling practices
of service providers who have access to the personal information. As discussed below, these
basic steps are required by the Commission’s Safeguards Rule and the Commission’s orders in
cases involving information security.

B. Managing a Data Compromise

Companies should implement reasonable security procedures to prevent the compromise

of sensitive personal information. In the event that a security breach does occur, however, there
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are several steps businesses should take to respond.®

For example, if the security breach could result in harm to a person or business,
companies should report the situation to the appropriate law enforcement agency. Companies
should also consider whether the data compromise may affect other businesses, and if so, should
notify them. In particular, if a breach affects information that a company stores or maintains on
behalf of another business, notification to the other business would be appropriate.

In addition, companies should evaluate whether to notify consumers that there has been a
breach.” For example, consumer notification may not be necessary if the information is not
sensitive or there is no evidence of unauthorized access. If information that creates a risk of
identity theft has been stolen, however, the FTC suggests notifying individuals of the incident as
soon as possible so they can take steps to limit the potential damage.”® For example, if an
individual’s Social Security number is compromised, that individual, by placing a fraud alert on
his credit file, will have a good chance of preventing, or at least reducing, the likelihood of
identity theft or the misuse of this information."!

IV. THE FEDERAL TRADE COMMISSION’S INITIATIVES

The Commission seeks to highlight the importance of information security using several
approaches, including educating consumers and businesses, targeted law enforcement actions,
international cooperation, and encouraging the private sector to develop and deploy information
security technologies. Pursuant to its mandate under the Identity Theft Act, the Commission also
facilitates information sharing among public and private entities to combat and help prevent
identity theft." Further, the Commission is currently working on a number of rulemakings

implementing provisions of the Fair and Accurate Credit Transactions of 2003 ("FACT Act")
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that contain new and important measures to help reduce identity theft and facilitate identity theft
victims’ recovery.”

A. Education and Outreach

Education is an essential element of the Commission’s information security efforts. Our
educational initiatives include public workshops to highlight emerging issues, consumer and
business education to help identify risks to personal information and promote a "Culture of
Security," and business education to promote compliance with relevant laws. For example, last
year we held a two-session workshop, "Technologies for Protecting Personal Information: The
Consumer and Business Experiences,” to educate businesses, consumers, and ourselves about the
challenges and possible technological solutions to securing electronic data.” In order to secure
systems that contain personal information, panelists advised that businesses adopt a
comprehensive risk-management strategy that incorporates four critical eiements: people, policy,
process, and technology.”® Panelists also discussed a variety of recent initiatives in which
industry is applying these principles. For example, companies have worked to reduce security
flaws in software code, ship products in a more secure configuration, add new security features to
products, and providé better security support, such as providing warnings and security patches, to
their already-deployed products when security flaws appear.'® In addition, panelists explored
identity management tools and authentication issues as part of a risk-management plan.!”

QOur information security campaign also includes extensive outreach to businesses and
consumers through our website, educational alerts, speeches, and participation in joint
cybersecurity initiatives with other government agencies and private groups. The Commission

devotes a portion of its website to educating businesses and consumers about security, and these
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security-related pages are some of the most popular on our site.”® The site includes guidance for
businesses to reduce risks to their computer systems,'” and tips for consumers on selecting online
security products.”® Our recent outreach efforts have also included cooperative ventures with the
Department of Homeland Security and such organizations as the National Cyber Security
Partnership and the National Cyber Security Alliance Stay Safe Online.”

B. Law Enforcement

The Commission’s enforcement tools in information security matters derive generally
from Section 5 of the FTC Act” and the Commission’s Safeguards Rule.

Section 5 of the FTC Act prohibits “anfair or deceptive acts or practices in or affecting
commerce.” To date, the Commission’s security cases have been based on its authority to
prevent deceptive practices.** These cases involved companies that made alleged express or
implied promises that they would take appropriate steps to protect sensitive information obtained
from consumers, but did not do s0.* The complaints and consent orders in these cases reflect the
principles discussed in Section III.A., above, and provide guidance to industry about
implementing reasonable security procedures. In particular, the orders require, among other
things, that the companies establish and maintain a comprehensive information security program
that includes the basic elements necessary to ensure reasonable and appropriate security.

The Commission also has responsibility for enforcing its Safeguards Rule. The Rule
requires a wide variety of non-bank financial institutions to implement comprehensive
protections for customer information.” The Commission has issued guidance on the Rule?’ and
met with a variety of trade associations and companies to promote compliance. Currently,

Commission staff is conducting non-public investigations of compliance with the Rule.
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Finally, an effective security program includes measures to ensure proper disposal of
sensitive consumer information once it is no longer needed. Pursuant to the recently enacted
FACT Act,” the Commission issued a proposed rule designed to reduce the risk of fraud or
identity theft by ensuring that consumer reports, or information derived from consumer reports,
are appropriately redacted or destroyed before being discarded.”” The Commission anticipates
the issuance of a final rule by the end of the year. Once the rule is in effect, it will provide an
additional tool for use in the Commission’s law enforcement efforts.

C. International Cooperation

In an increasingly global economy, international collaboration is fundamental to ensuring
the security of consumers’ information, and the Commission has joined others in the global
community to educate and establish a culture of security. For example, we played a leading role
in developing and implementing the OECD Security Guidelines, assisted in developing and
promoting a website dedicated to the global dissemination of information about the Guidelines,*
and play an ongoing role in information privacy and security work undertaken by the OECD and

the Asian Pacific Economic Cooperation ("APEC") forum.*!

D. Encouraging the Development and Deployment of Information Security
Technologies

The Commission also encourages the development and deployment of information
security technologies that may help protect consumers from spam and “phishing” attacks. In its
June 2004 Report to Congress concerning a possible National Do Not Email Registry, the
Commission identified domain-level authentication as a promising technological development

that would enable ISPs and other domain holders to better filter spam, and that would provide
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law enforcement with a potent tool for locating and identifying spammers.” Domain-level
authentication could also serve as‘a useful tool in f)reventing “phishing” spam and spam
containing viruses from reaching consumers’ inboxes. The Report concluded that the
Commission could play an active role in spurring the market’s development, testing, evaluation,
and deployment of domain-level authentication systems. As a first step, the Report explained
that the Commission, with other relevant government agencies, would hold an Email
Authentication Summit in the Fall of 2004. The Commission and the Department of
Commerce’s National Institute of Standards and Technology will be hosting the Summit on
November 9-10, 2004,

E. Assisting Identity Theft Victims

Through our efforts to promote information security and educate consumers, we hope to
prevent identity theft before it occurs. When identity theft does occur, however, we also have an
extensive program to help consumers who have been victimized. The program has three
principal components: (1) collecting comi)laints and providing victim assistance through a
telephone hotline and a dedicated website; (2) maintaining and promoting the Identity Theft Data
Clearinghouse, a centralized database of victim complaints that serves as an investigative tool for
iaw enforcement; and (3) outreach and education to consumers, law enforcement, and private
industry.

Victims may call the FTC through a toll-free hotline, 1-877-1D THEFT (438-4338), to
receive telephone counseling from specially trained personnel. The phone counselors provide
general information about identity theft and help guide victims through the steps needed to

resolve the problems that result from the misuse of their identities.
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The FTC also maintains the federal government’s identity theft website,
www.consumer.gov/idtheft, which includes publications and links to testimony, reports, press
releases, identity theft-related state laws, and other resources. Consumers may file identity theft
complaints on our secure online complaint form. These complaints are entered into the Identity
Theft Data Clearinghouse and are used by law enforcement agencies to support their
investigations.

The Commission also is currently working on a number of rulemakings implementing
provisions of the FACT Act that provide new and important measures to facilitate identity theft
victims’ recovery. These include a national fraud alert system, which will eliminate the need for
victims to contact each of the major credit reporting agencies separately,” and identity theft
blocking, which will prevent fraudulent account information from being reported on consumer
reports. > Men fully implemented, these initiatives should help to reduce the incidence of
identity theft, and help victims recover when the problem does occur. In addition, the
Commission is consulting with the Treasury Department on its study, required by the FACT Act,
of how the use of biometrics and similar authentication technologies to identify parties to a
transaction might reduce the incidence of identity theft.*®
V. CONCLUSION ’

Through a variety of education and enforcement initiatives, the FTC is working to ensure
that all companies entrusted with personal information take reasonabie steps to secure that
information and minimize the risk that it may be misused. The agency has been and will
continue to be vigilant in promoting a culture of security. We are educating consumers and

businesses about the risks to personal information and the role they must play in enhancing

10
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security. We also will continue to assist victims of identity theft. In addition, the Commission

will continue to take action against companies that violate information security laws.
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ENDNOTES

1. The views expressed in this statement represent the views of the Commission. My oral
presentation and responses to questions are my own and do not necessarily represent the views of
the Commission or any other Commissioner.

2. The FTC’s role in combating identity theft derives from the 1998 Identity Theft
Assumption and Deterrence Act (“the Identity Theft Act” or “the Act”). Pub. L. No. 105-318,
112 Stat. 3007 (1998) (codified at 18 U.S.C. § 1028). The Act did not confer on the FTC any
additional law enforcement authority.

3. Social Security numbers in particular play a pivotal role in identity theft. Identity thieves
use the Social Security number as a key to access the financial benefits available to their victims.

4. For example, our 2003 Identity Theft Report, available at
http://www.ftc.gov/0s/2003/09/synovatereport.pdf, showed that over 27 million individuals have
been victims of identity theft, which may have occurred either offline or online, in the five years
preceding the survey, including almost 10 million individuals in the year preceding the survey.
The survey also showed that the average loss to businesses was $4800 per victim. Although in
most cases, identity theft victims are not held liable for the fraudulent charges, they nonetheless
suffer an average financial loss of $500, which reflects out-of-pocket expenses related to the
efforts to dispute the frauds and repair their credit standing.

5. The Advisory Committee was comprised of forty e-commerce experts, industry
representatives, security specialists, and consumer and privacy advocates. Information about the
Advisory Committee, including its charter, membership, meeting transcripts, and working
papers, is available at http://www fic.gov/acoas/index.htm. The Advisory Committee submitted
its Final Report to the Corumission in May 2000. The Report recommended that companies
undertake a security approach that is appropriate to the circumstances, and advised that a good
security program includes: conducting a risk assessment; establishing and implementing a
security system; managing policies and procedures based on the risk assessment; conducting
periodic training for employees; conducting audits; conducting internal reviews; and conducting
periodic reassessment of risk. See Final Report of the Federal Trade Commission Advisory
Committee on Online Access and Security (May 15, 2000), available at

http://www.fic.gov/acoas/papers/finalreport.htm.

6. 16 C.F.R. Part 314, available online at http://www_fic.gov/0s/2002/05/67{36585.pdf.
Pursuant to Section 501(b) of the Gramm-Leach-Bliley Act, the federal banking agencies have
issued similar security guidelines that apply to the financial institutions they regulate. See
Interagency Guidelines Establishing Standards for Safeguarding Customer Information, 12
C.F.R. Parts 30, app. B (OCC), 208, app. D-2 and 225, app. F (Board); 364, app. B (FDIC); 570,
app. B (OTS).
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7. In 2002, the OECD issued a set of nine voluntary principles for establishing a culture of
security. The OECD principles are contained in a document entitled “Guidelines for the Security
of Information Systems and Networks: Towards a Culture of Security.” The principles address
awareness, accountability, and action. They also recognize that security architecture and
procedures should be appropriate for the kind of information collected and maintained and that
good security is an ongoing process of assessing and addressing risks and vulnerabilities. See

http://www.oecd.org/datacecd/16/22/15582260.pdf.

8. The FTC has developed a kit, Information Compromise and the Risk of Identity Thefi:
Guidance for Your Business, that provides advice on which law enforcement agency to contact,
business contact information for the three major credit reporting agencies, suggestions for
establishing an internal communication protocol, and information about contacting the FTC for
assistance. The kit also provides FTC guidance regarding whether and how to notify consumers
that there has been a breach. The information compromise kit is posted on our identity theft
website, hitp:/www.consumer.gov/idtheft and is also available at
http://www.ftc.gov/bep/conline/pubs/buspubs/idtrespond.htm.

9. Under certain state laws, companies may be required to notify consumers in the event of a
breach. For example, the State of California requires consumer notification in the event of
certain security breaches. The law, which went into effect July 1, 2003, requires a business or a
State agency that maintains unencrypted computerized data that includes personal information to
notify any California resident whose unencrypted personal information was, or is reasonably
believed to have been, acquired by an unauthorized person. The type of information that triggers
the notice requirement is an individual's name plus one or more of the following: Social Security
number, driver's license or state ID card number, or financial account numbers. See Cal. Civ.
Code §§ 1798.29; 1798.82-1798.84.

10.  The FTC’s kit also includes a model letter for notifying individuals when that might be
appropriate, such as when their names and Social Security numbers have been taken.
Organizations are encouraged to print and include copies of Identity Theft: When Bad Things
Happen to Your Good Name with the letter to individuals.

11.  Prompt notification by businesses also alerts these individuals to review their credit
reports and to watch for the signs of identity theft. In the event that individuals become victims,
they can take action quickly to clear their records before any long-term damage is done.

12.  The Federal Trade Commission maintains a database of ide